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Edward B. Kradmer 
Senior Regulatory Counsel 
Windstream Services, LLC 
4001 Rodney Parham Road 
MS: 1170-81F03-53A 
LitUe Rock, AR 72212 

(501) 748-5777 
edward.krachmer@Mndstream.com 

BY HAND DELIVERY 
Marlene H. Dortch 
Office of the Secretary 
Federal Communications Commission 
445 12th Street, S.W. 
Washington, DC 20554 

ACOO'TfDlfflED 

JUL -:: 7 2015 
Federal Communtcauons ~ 

Office of the Secretary 

July 7, 2015 

windstreaml\ftJ' 

RE: Letter Accompanying Delivery of Mobile Storage Device by Windstream 
Corporation (n/kla Windstream Services, LLC) Regarding Data Collection in WC 
Docket No. 05-25; RM-10593 

Dear Ms. Dortch: 

Windstream Corporation (n/k/a Windstream Services, LLC) (FRN 0014400220) 
("Windstream"), on behalf of itself and its subsidiaries, hereby resubmits a portion of its 
response to the Federal Communications Commission's ("Commission's") data collection in the 
above-referenced dockets. Specifically, Windstream is resubmitting the data container to correct 
for errors discovered after it was originally filed. 

This letter serves as the document requested by the Commission to accompany hand 
delivery of mobile storage devices. The following is the information requested by the 
Commission in its letter dated January 23, 2015 pertaining to original data submissions: 

Filer Name: Windstream Corporation (n/k/a Windstream Services, LLC), 
FRN 0014400220 

Contact Name: 

DiAnne Nichol 
Senior Consultant - Finance 
Windstream Services, LLC 
4001 Rodney Parham Rd. 
MS: 1170-BIF02-12A 
Little Rock, AR 72212 
(501) 748-7489 
v.dianne.nichol@windstream.com 

No. of Copies rec'd Q 
ListABCDE 



Marlene H. Dortch 
June 7, 2015 
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Description of Mobile Storage Devices: Two of Apricon Aegis Secure Key 256-bit AES 
Encrypted USB Flash Drive 4GB, Model No. ASK-256-4GB. These mobile storage devices are 
PIPS 140-2 Level 3 validated. One has been labeled "Windstream - Original", includes 
Windstream's FRN, today's date (June 29, 2015), and has a serial number of004144732782 
while the other has been labeled "Windstream- Copy", includes Windstream's FRN, today's 
date (June 29, 2015), and has a serial number of004144732801. on both the drive case and the 
drive, itself. These drives do not require specialized software - merely an eight-digit encryption 
key, which is being provided per the Commission's instructions. Windstream has made 
appropriate arrangements for transmittal of the encryption key to Commission staff. A copy of 
the "Quick Start" manual for the drives is attached hereto. 

THE MOBILE STORAGE DEVICES CONTAIN HIGHLY CONFIDENTIAL AND 
CONFIDENTIAL INFORMATION SUBJECT TO PROTECTIVE ORDERS IN WC DOCKET 
NO. 05-25 BEFORE THE FEDERAL COMMUNICATIONS COMMISSION AND HAVE 
BEEN LABELED AS SUCH. 

Contents of Mobile Storage Devices (Each Identical): 

1. Windstream' s Filer Identification Information (identical to previous submission); 
2. This letter; 
3. Windstream's data container; 
4. Windstream's pr.log and qc_file.log files; 
5. A Windstream officer certification pertaining to this resubmission. 

Windstream is not resubmitting its redacted and unredacted narrative responses, thus, the original 
mobile storage devices submitted by Windstream remain relevant as they contain the sole 
submitted copies ofWindstream's unredacted narrative responses. 

Windstream is submitting the number of additional copies of this letter requested by the 
Commission. If you have any questions, please call me at (501) 748-5777. Thank you for your 
attention to this matter. 

Sincerely, 

Edward B. Krachmer 
Senior Regulatory Counsel 



Apricorn Aegis Secure Key 
Quick Start Guide 

Introduction 
Thank you for purchasing the Apricom Aegis Secure Key. The Aegis 
Secure Key works by simply entering your desired 7-15 digit PIN directly onto 
the onboard keypad. The Aegis Secure Key can then be connected to any 
USB port on any computer. Should the drive be lost or stolen, the user can 
rest assured that all data held on the Aegis Secure Key is safe and cannot 
be accessed by any unauthorized third party 

The full manual is located on the Aegis Secure Key. We recommend that you 
unlock the Key and download the manual first before making any changes. 
The manual can also be found at http://www.apricom.com/, then select 
Aegis Secure key. 

Note: The batteries are not fully charged when you receive your Aegis Secure 
Key. The battery should be charged prior to first use. Please plug in the Key to a 
powered USB port for 90 minutes to fully charge your battery 

Unlocking the Key 
1. Press the Key button ~ 

2. Within 10 seoonds enter the User PIN 
(Factory default PIN: 1-1-2-2-3-3-4-4) 

3. Press the Key button ~ 

----------, 

ii! = will blink together 

: will blink for a CO«eci PIN entry a wiH blink for an incorrect PIN entry 
1-------·--------·--
4. Connect the Aegis Secure Key to a ~ 

USB port within 30 seconds • will be on 
• will be on or blink for activity_ 

5. To lock the Aegis Secure Key, Unplug 
it from the USB port. 

---- --·---'---------'------·--

Even though the Aegis Secure Key can be used straight out of the box with the 
default PIN 1-1-2-2-3-3-4-4, we highly recommend that a new User PIN is 
configured immediately by following instructions below, for security reasons. 

Changing your PIN code 
~ -- ---· 
1. Press the Key button ~ Q~ will blink together --- .. -----· 
2. Within 10 seconds enter the User PIN ~ will blink for a correct PIN entry 

and press the Key button CB -Q will blink for an incorrect PIN entry 
(Factory default PIN: 1-1-2-2-3-3-4-4) -3. Press and hold the Key button QQ will be on solid for 3 seconds CB -----

4. Enter a new PIN number 
~ 

QQ will blink together And press the Key button --
6. Re-enter the new PIN number Q will blink if the new PIN is accepted and 

and press the Key button CB • The Key is unlocked & ready to use 

I 
QQ will blink alternately if the new -- PIN was not accepted 

00 



Quick Start Guide (continued) 
Resetting your Aegis Secure Key 

In case the User PIN has been forgotten. or ir you would like to delete all data stored 
on the Key and configure a new User PIN, follow the instructions below. The reset 
process will clear all PINS and encryption keys and destroy all data. This means a new 
User PIN will have to be defined in order to re-enable the Key. Also, since this will force 
the creation of a new encryption key. the Aegis Secure Key will have to be reformatted. 

Note: By resetting the Aegis Secure Key, all data previously 
s tored on the drive will be lost/ -------·-·---·-
1. p ress the Key button I o--J 

---·---·----- ---
2. p ress the Key button ~ 

-
ress and hold the Key button and 3. p 

t he number 2 button for 3 seconds [El ~ 
nter9 - 9 - 9and ~ ~ ~ 4. E 

pr ess the Key Button CB 
1--- ·-

5. p ress the Key button [EJ 

" Q will blink together --- --·------
Q will blink _!!l _____ 

" Q will blink together ------··---
LEDs will tun off 

>-Q -will be on solid 

Note : When the Q is on and solid, a new user PIN will need to be set prior to use. -
Setup new PIN after resetting Aegis Secure Key 

·-

Once the drive is reset either by the method above or if the drive was locked by a brute 
force attack (10 unsuccessful attempts to unlock the Aegis Secure Key). a new user PIN 
will need to be defined. 

1. Press the Key button for 3 seconds ~ Q Q willbeon --2. Within 10 seconds enter the new PIN Q Q 
1--s_e_e _th_e ~~_t_:~~-a_b_ou_t_a_cc_e_p_ta_b1_e_P_1N_'s __ --1-=• =--=•=-will be on 

3. Press the Key button to save Q Q ~ill bl;~k together if accepted --4. Re-enter the new PIN number & press ~ 
the Key button ~ 

I"\ will blink if the new PIN is accepted and 
• the Key is unlocked & ready to use -5. If the new PIN was accepted. the Green LED will 

be nashing. The key will be unlocked and be 
ready to format. 

Q Q will blink alternately if the new 
• • PIN was not accepted 

Note. Pl N's must be between 7-15 digits in length & should not contain repeating numbers e.g. 3-3-3-3-3-3, 
and also should not contain sequential numbers e.g. (1·2·3·4-5-6-7), (7-8-9-0-1 -2-3-4-5-6), (7-6-5-4-3-2-1) 

Apricorn, Inc 2011 . 
All rights reserved 
12191 Kirkham Rd 

Poway, CA, U.S.A 92064 

-------------- -------
Technical Support 
Aplicom provides the folowtng helpfU resources for ycu: 

1. Aplicom's Wel>Slle (http://wwwAPflcom.com) 

This gives ycu the abllily IO check for up.to-date information 

2. E-mai us at support•apricom.com 

3. Or call the Technlcal Suppon Depanment al 1-80CM5a-5448 

Apricorn's Tedvlic.al Support SpeclalislS are available from 8:00 a.m. to 
5:00 p,m., Pacific Standard Time Monday through Friday 


